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China Expands its Counter-Espionage Law 

 Date Published: May 12, 2023 

Summary 

In late April, the People’s Republic of China (PRC) passed amendments expanding its counter-espionage 
law, by broadening the definition of spying and the transfer of national security information. In tandem 
with several recent incidents of private sector organizations facing law enforcement action, OSAC 
members have increasingly expressed concerns over the security of the operating environment in the 
PRC. This report examines the updates to the counter-espionage law, outlines several of these recent 
private sector incidents, and provides guidance to the private sector.  

New Counter-Espionage Law 

On April 26, the Standing Committee of the National People's Congress (NPC) amended the PRC’s 
counter-espionage law. The additions to the 2014 law, which will take effect on July 1, add to the already 
broad definition of what the PRC deems to be national security-related information and data. With the 
new amendments, all “documents, data, materials, and items related to national security and interests” 
fall under the same legal protections and category as state secrets. However, the PRC has yet to define 
what is considered “national security and interests.” 

The revision to the law also expands the definition of espionage broadly, to include cyber attacks against 
government entities or critical infrastructure. While conducting counter-espionage investigations, the 
amendments include the authority to access data and electronic equipment; seek out information on 
personal property; and ban border crossings (i.e., “exit bans”).  

Recent Issues for Private Sector Organizations 

In recent weeks, around the time of the counter-espionage law amendments, several incidents of private 
sector organizations facing PRC law enforcement action have been recorded, across several different 
sectors: 

• Mintz Group: In the first case to make international headlines recently, the U.S. due diligence firm 
Mintz Group had five of its local staff detained in late March. PRC security services raided the firm’s 
Beijing office and arrested five local nationals working for the company. According to reports, Mintz’s 
Beijing office was conducting audits into Xinjiang supply chains, an area allegedly considered 
sensitive by the PRC.  

• Astellas Pharma: Following immediately on the heels of the Mintz raid, Astellas Pharma, a 
Japanese pharmaceutical company with operations in the PRC, had an employee detained in late 
March just before he was set to depart the country. The individual, a Japanese national, was 
allegedly arrested on espionage charges and had been held since early March. Though he had lived 
and worked in the PRC for more than 20 years, he was arrested by authorities connected with the 
national security establishment.  

• Bain & Company: In late April, the PRC security services visited the Shanghai office of the 
management consulting firm Bain & Company. According to one source, the authorities questioned 
employees and confiscated computers and phones; no employees were reportedly detained, 
however. This was also not the first time Bain’s Shanghai office had been visited, according to the 
Financial Times.  

https://asiatimes.com/2023/05/us-envoy-worries-about-china-anti-spy-law-overreach/
https://www.reuters.com/world/asia-pacific/china-passes-revised-counter-espionage-law-state-media-2023-04-26/#:~:text=The%20revised%20law%20allows%20authorities,classed%20as%20acts%20of%20espionage.
https://www.dw.com/en/china-anti-espionage-law-heightens-risks-for-foreign-firms/a-65528537
https://www.bbc.com/news/world-asia-china-65061116
https://www.ft.com/content/8c21b86d-66de-4c69-8c8d-a0ef270ae3e3
https://www.bbc.com/news/world-asia-65085546
https://www.reuters.com/world/asia-pacific/japan-pm-strongly-demands-beijing-release-detained-astellas-employee-2023-04-03/
https://www.reuters.com/world/asia-pacific/japan-pm-strongly-demands-beijing-release-detained-astellas-employee-2023-04-03/
https://www.asahi.com/ajw/articles/14870883
https://www.nytimes.com/2023/04/27/business/bain-china.html
https://www.reuters.com/world/china/chinese-police-query-bains-shanghai-office-staff-company-spokesperson-2023-04-26/
https://www.ft.com/content/454ef0c7-cd2c-4cbc-a581-aed2bf8b186f
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• Micron Technology: In the first major incident involving a U.S. chip manufacturer following the U.S. 
export controls on semiconductors to China, PRC authorities launched an investigation into Micron in 
early April. China’s Cyberspace Adminstration noted that it would “review imports of Micron’s 
products in order to maintain national security, ensure the security of its information inftastructure 
and prevent risks caused by product problems.” 

• Capvision: Details emerged in early May that the dual U.S.-China headquarted company—which 
operates a network of experts available for business consultations with clients across several 
industries—had several of their offices in the PRC raided; employees in their Shanghai, Beijing, 
Suzhou, and Shenzhen offices were questioned as well. China’s national broadcaster, CCTV, even 
singled out the firm in a news broadcast on May 8. According to that report, the company “accepted 
a large number of consulting projects from overseas companies on industries sensitive to China, and 
some of these firms had close ties with foreign governments, military and intelligence agencies.” 

Private-Sector Impact  

Following a string of detainments and raids on private sector organizations, several OSAC members have 
expressed concerns regarding travel to and operations in the PRC. Based on the revised counter-
espionage law as well as commonalities among those organizations targeted by PRC security services, 
OSAC members are advised to deeply examine the type of work their organizations are engaging in 
within the PRC. As several of the abovementioned examples underscore, work that in the past may have 
been allowed or even considered routine, is increasingly being labeled as sensitive, and therefore cause 
for action from the security services.  

While due diligence and audit firms have made a majority of recent headlines, it remains unclear what 
sectors—if any—are under particular focus from authorities. Therefore, it is imperative that OSAC 
members consider reevaluating engaging in sensitive work or research, particularly in areas of political 
sensitivity or related to national security (i.e., Xinjiang, Taiwan, personal identifiable information (PII), 
etc.). While the recent additions to the counter-espionage law broaden the definition of espionage—and 
therefore muddy where the PRC’s red lines are—OSAC members should ensure that the work their 
organizations engage in do not run afoul of the law.  

OSAC members are also advised to comply with PRC authorities’ investigations, as non-compliance may 
exacerbate the situation. Should a U.S. citizen employee be detained by PRC authorities, the U.S. 
Department of State provides guidance on the ways in which the nearest embassy or consulate can 
assist.  

Additional Information 

For more information on the security environment in the PRC and across Asia, contact OSAC’s Asia 

team.  

 

• OSAC Country Page: China 

• OSAC Country Security Report: China 

• U.S. Department of State Country Page: China 

• OSAC Report: The Effects of China’s New Data Security Law and VPN Restrictions on 

Information Security 

• OSAC Report: China's Data Security Law 

 

 

 

 

 

https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file
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https://www.reuters.com/article/china-security-capvision-idUKL1N3750TC
https://travel.state.gov/content/travel/en/international-travel/emergencies/arrest-detention.html
mailto:ENTEREMAILADDRESSHERE
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https://www.osac.gov/Country/China/Detail
https://www.osac.gov/Content/Report/77b1dc96-82d6-497f-9836-1c4f67baa024
https://travel.state.gov/content/travel/en/international-travel/International-Travel-Country-Information-Pages/China.html
https://www.osac.gov/Content/Report/c131a49a-be97-4549-90be-1db36d286ce8
https://www.osac.gov/Content/Report/c131a49a-be97-4549-90be-1db36d286ce8
https://www.osac.gov/Content/Report/64229879-9dca-4de3-830c-1c906aa5063a
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The opinions expressed here do not necessarily reflect those of the U.S. Department of State or any affiliated organization(s). Nor 
have these opinions been approved or sanctioned by these organizations. This product is unclassified based on the definitions in 
E.O. 13526. OSAC’s full disclaimer and copyright policy is available on our site at OSAC.gov/About/Disclaimer. 
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